
PANL Recommendations for Pharmacy Review of the Personal Health Information Act (PHIA)  

PHIA sets out rules for the collection, use and disclosure of personal health information including 

providing individuals with the right to access their own personal health information. A copy of the 

Personal Health Information Act can be found at: 

 

http://assembly.nl.ca/Legislation/sr/statutes/p07-01.htm   

Note: The materials outlined below are not intended and should not be construed as legal or 

professional advice or opinion. Nor should they be construed as an exhaustive list of your 

requirements. This package is simply meant to provide you with a starting point which will 

hopefully help in your understanding and implementation of the requirements under PHIA. 

Custodians who may be concerned about the applicability of privacy legislation to their activities 

are advised to seek legal or professional advice based on their particular circumstances. 

Note: Custodians’ situations will vary by profession and business structure, so no one “package” 

will fit all. You will need to set aside a day or so to review material, understand your requirements 

and develop  policies and procedures to suit your unique business operation.  

As you begin to review the information and the requirements and obligations under PHIA, you should 

keep in mind that the information policies that a custodian is required to have in place, at a minimum, 

must include policies and procedures that:  

Note: a custodian who is not an individual must appoint one or more contact persons to perform 

the PHIA functions. 

 

(a)  protect the confidentiality of personal health information that is in its custody or under its 

control and the privacy of the individual who is the subject of that information;  

 

(b)  restrict access to an individual's personal health information by an employee, agent, 

contractor or volunteer of the custodian or by a health care professional who has the right to treat 

persons at a health care facility operated by the custodian to only that information that the 

employee, agent, contractor, volunteer or health care professional requires to carry out the 

purpose for which the information was collected or will be used;  

 

(c)  protect the confidentiality of personal health information that will be stored or used in a 

jurisdiction outside the province or that is to be disclosed by the custodian to a person in another 

jurisdiction and the privacy of the individual who is the subject of that information; and  

 

(d)  provide for the secure storage, retention and disposal of records to minimize the risk of 

unauthorized access to or disclosure of personal health information.  

To start your review, visit the Government of Newfoundland and Labrador, Department of Health and 

Community Services, The Personal Health Information Act (PHIA) Website and review content of the 

site. www.health.gov.nl.ca/health/PHIA/ 

Before you begin to review the information, you may wish to first examine, and keep on hand, the 

Privacy Checklist. This list is attached to this document and is also found in the Risk Management 

Toolkit noted below. By reviewing this list as you progress through the total package of information, you 

will have a better idea of sections which may require additional or special attention based on your 

http://assembly.nl.ca/Legislation/sr/statutes/p07-01.htm
http://www.health.gov.nl.ca/health/PHIA/


particular situation. This checklist will help custodians start their privacy analysis and to consider what is 

required to fulfill their high-level requirements under the Act.  Please note that this checklist does not 

necessarily represent an exhaustive list of custodians’ responsibilities under PHIA.   

Main sections on the PHIA website which should be reviewed  include 

1. PHIA Overview 

2. PHIA Online Education Program 

3. PHIA Facilitated Education Program 

4. PHIA Risk Management Toolkit 

5. PHIA Policy Development Manual 

6. Frequently Asked Questions – Not yet on PHIA website at time of this documents distribution 

 

These sections are all listed clearly on the website and are easy to access. While there is a lot of detailed 

information contained in this section, it is not as onerous as it first seems. After reviewing the 

information, you will see that it covers many situations which may occur in the Pharmacy profession but 

will not be a daily occurrence by any means. The important thing is that you, as a custodian, are aware of 

your responsibilities and obligations under the Act, are familiar with the information noted above, and 

know where to go to get required information or direction if and when required. Also, as you review this 

information with the Privacy Checklist in hand, you will be able to note / print / highlight sections within 

the information package which you will need to incorporate into your Privacy Plan. 

 

 

Custodians – some high level obligations under PHIA and what to do to ensure these obligations are met. 

 

You must have information policies and procedures in place (i.e., privacy 

and security policies) 

The PHIA Policy Development Manual noted above has samples of the Policies which should be 

in place and can  be tailored (cut and paste) to your situation. 

  

Must ensure employees, agents, contractors and volunteers take an 

oath or affirmation of confidentiality (confidentiality agreement) 

The PHIA Policy Development Manual noted above has a sample Oath / Affirmation template 

which can be tailored (cut and paste) to your situation. 

 

Must Ensure that everyone is aware of their duties under the Act 

(privacy and security training) 

PHIA Online Education Program (60-90 minutes) or PHIA Facilitated Education Programs (1/2 

day and full day) noted above, are options for ensuring employees, agents, contractors, 

volunteers, etc are generally aware of their obligations under the new rules. At the completion of 

the course, the participant will receive a Record of Achievement which can be maintained on file 

as proof of employer compliance with training requirements. 

 

Where a custodian collects personal health Care information from an individual or their representative, 

they must take reasonable steps to inform the individual or their representative of the purpose for the 

collection, use and disclosure of that information.  

See Sample Policy 1.70 in the PHIA Policy Development Manual for full details. 

 

 

You should find that your review and implementation of this guide will cover a significant portion of your 

Privacy Plan requirement and is readily available and straightforward as you go through the attached and 

http://www.health.gov.nl.ca/health/PHIA/#overview
http://www.health.gov.nl.ca/health/PHIA/#online
http://www.health.gov.nl.ca/health/PHIA/#facilitated
http://www.health.gov.nl.ca/health/PHIA/#risk
http://www.health.gov.nl.ca/health/PHIA/#policy
http://www.health.gov.nl.ca/health/PHIA/#online
http://www.health.gov.nl.ca/health/PHIA/#facilitated


referenced material. Your individual circumstance will determine additional requirements which will be 

established through your review of the PHIA package. 

 

Frequently asked questions: While not on the PHIA website at the time of this documents distribution, 

you should check back regularly for this file. It will provide detailed and informative answers to many of 

the questions you may have, pertaining to PHIA. 

 

Privacy Checklist 
Please see the warning and disclaimer in the introduction to the 
PHIA Risk Management Toolkit 

 
Personal health information custodians are required to: 

 

Put in place information practices that comply with the Act and regulations (s. 13); 

 

Prepare and make available a written public statement about the custodian’s 

information management practices that fulfill the requirements of the Act (s. 19); 

 

Prepare a notice to post or make available, describing the purposes of the 

custodian’s collection, use and disclosure of personal health information  (s. 20); 

 

Before, collecting, using or disclosing personal health information, ensure that any 

requirements relating to consent have been met, where applicable (s. 23-50); 

 

Designate a contact person to perform the functions set out in the Act. This is 

unnecessary if the custodian is a “natural person” (an individual health care 

practitioner, for example), and is acting as the contact person. (s. 18); 

 

Ensure that employees and all other agents of the custodian are appropriately 

informed of their duties under the Act, and that they take an oath of confidentiality (s.14); 

 

Take reasonable steps to ensure personal health information in the custodian’s 

custody or control is protected against theft, loss, and unauthorized use, disclosure, 

copying, modification and disposal (s. 15); 

 

Before using or disclosing personal health information that is in its custody, take 

reasonable steps to ensure that the information is as accurate, complete and up-to date 

as is necessary for the purpose for which the information is being used or 

disclosed (s. 16); and, 

 

Ensure that personal health information records in the custodian’s custody or control 

are retained, transferred and disposed of in a secure manner and in accordance with 

the Act and regulations (s. 15). 


